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1
Introduction
In this contribution, EAP-TLS is proposed as the EAP method for machine type devices used for non-human IoT deployments. SA1 LS (S3-161451/ S1-162559) clarified that the alternative authentication methods with different types of credentials may be used, under operator control, for 3GPP network access for machine type devices used for non-human IoT deployments.
2
pCR
***************Start of Changes****************

5.2.4.8
Solution #2.8: Authentication Framework based on EAP

5.2.4.8.1
Introduction  

This solution addresses key issue # 2.1. 

When considering EAP for NextGen System (based on unified authentication framework under consideration in the TR 23.799 [2]), it is essential to consider the location of the authentication entities (for example, authenticator) and the encapsulation protocol for EAP transportation. 

5.2.4.8.2
Solution details  

5.2.4.8.2.1
Authentication Entities and their location in the Next Generation System  

5.2.4.8.2.1.1
Alternative 1: Authentication using direct interface between the UE and the SEAF 

Based on the potential security requirement in clause 5.1.3.2.3 of this TR, the EAP authenticator functionality specified in the RFC 3748 [21], needs to be in the core network (in an operator’s network, which is not exposed to unauthorized physical access) and not at the edge of the network (exposed locations). The authenticator functionalities are performed by the SEAF. The EAP server is the AUSF (backend authentication server). The SEAF operates as a "pass-through authenticator" and forwards the EAP messages from the NextGen UE to the AUSF and vice versa. The New Radio (NR) access technology relays the EAP messages from the NextGen UE to the SEAF and vice versa. The SEAF decides to allow access to the NextGen UE. 
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Figure 5.2.4.8.2.1.1-1: EAP based Authentication Framework for Next Generation System

Editor’s note: Which entity takes care of Proxy AAA functionality is ffs

Figure 5.2.4.8.2.1.1-1 depicts the authentication framework for the NextGen System. The mutual authentication is performed between the NextGen UE and the AUSF via the SEAF. The SEAF interfaces with the AUSF for carrying out the authentication. The AUSF interfaces with the ARPF to retrieve the authentication information and subscription details. The authentication signalling may pass through AUSF proxies in the visited network. The NextGen UE interfaces with the SEAF via the NR, for authentication procedures.

Unlike the existing mechanisms in 3GPP system, the NextGen System authentication procedure is separated from mobility management and session management procedures. Performing authentication procedure independently allows decoupling and independent evolution of CN/AN and also supports decoupling of authentication server functionality from MM and SM functionality in the network, so that if required the MM and SM functionality can be moved towards the NR. 

After the successful mutual authentication, the SEAF obtains the keying material from the AUSF and provides the security context to the NR entity(s) and other core network entities for communication protection. The NextGen UE performs the mobility management and session management procedures, after successful authentication and security association establishment procedure.

EAP encapsulation protocol  
FIG. 5.2.4.8.2.1.1-2 shows the authentication encapsulation protocol for NextGen system. RRC and NG2 signalling protocol encapsulates the EAP payloads between the UE and the SEAF. The NR access network performs relay functionality for the EAP payloads. The NR takes care of filtering of packets from the non-authenticated NextGen UEs. The NR allows only the EAP messages to pass through until it receives the security context from the core network. 
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Figure 5.2.4.8.2.1.1-2: EAP based Authentication Framework for Next Generation System

Editor’s note: The protocol stack needs to be revisited based on the progress in other working groups.

Editor’s note: Currently this solution assumes NGy is similar to S1-AP. Needs to be revisited based on the progress in other working groups. 

Editor’s note: Interface NGx needs to be defined

Message Flow
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 Figure 5.2.4.8.2.1.1-3: Authentication procedure during Initial Attach

 The message flow for the authentication procedure is as follows: 

1.
The NextGen UE performs the RRC connection establishment procedure with the NR.

2.
After RRC connection establishment, the NextGen UE initiates the Attach procedure with the MMF by sending the Attach request message. The NextGen UE includes the identity with the Attach request message.

3.
On receiving the Attach request message from the NextGen UE, the MMF sends the key request message to the SEAF (as there is no security context available with the MMF). 

4-12. The SEAF initiates the EAP authentication procedure by requesting the authentication credentials from the ARPF. The EAP Authentication is performed between the UE and the AUSF. The number of EAP message exchanges between the UE and the AUSF and AUSF and the ARPF, depends upon the EAP Method. At the end of the successful authentication procedure, the SEAF obtains intermediate key (MSK) from the AUSF. 

If the NextGen UE is already authenticated with the SEAF and if the intermediate key is valid, then the SEAF provides the Keys (Step 13), without performing the authentication (Steps 4-12).

13. The SEAF derives further keys [KNAS, KNR, KUP] and provide these derived keys to the MMF in Key response message. SCMF is always co-located with the SEAF.

14-15. The MMF provides the key [KNR] to the NR. The NR further derives the request key to protect the AS messages and also UP packets, based on configuration. 

16-17. If the UP security terminates at the UPF, then the MMF provides the key [KUP] to the UPF via the SMF during session establishment procedure.
Illustrative example on performing EAP-TLS by non-human IoT deployments 
This illustrative example details the alternative authentication methods with certificate as credentials, under operator control, for 3GPP network access for machine type devices used for non-human IoT deployments.
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Steps 5 to 12 details the EAP-TLS as described in RFC 5216 [23]. The authentication is performed using the subscription certificate in the UE and the server certificate issued by Certificate Authority (may be owned by the operator or trused by the operator). The private key corresponding to the subscription certificate is securely stored in the UE (may be using the solution agreed for Security area #5: Security within NG-UE). At step 9, the AUSF can validate the subscription certificate using the Root Certificate of the CA. The need for ARPF for the EAP-TLS to validate the subscription certificate is implementation specific.
Editor’s note: In this example, at what step authorization is performed by the network is FFS.
5.2.4.8.2.1.2
Alternative 2: Authentication using NG1 interface

Based on the potential security requirement in clause 5.1.3.2.3 of this TR, the EAP authenticator functionality specified in the RFC 3748 [21], needs to be in the core network (in an operator’s network, which is not exposed to unauthorized physical access.) and not at the edge of the network (exposed locations). The authenticator functionalities are performed by the SEAF. The EAP server is the AUSF (backend authentication server). The SEAF operates as a "pass-through authenticator" and forwards the EAP messages from the NextGen UE to the AUSF and vice versa. The New Radio (NR) access technology relays the EAP messages from the NextGen UE to the SEAF and vice versa. The SEAF decides to allow access to the NextGen UE. In roaming scenario, the visited SEAF directly interface with the home AUSF.
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Figure 5.2.4.8.2.1.2-1: EAP based Authentication Framework for Next Generation System

Editor’s note: Interface NGx needs to be defined.

Figure 5.2.4.8.2.1.2-1 depicts the authentication framework for the NextGen System. The mutual authentication is performed between the NextGen UE and the AUSF via the MMF and the SEAF. The SEAF interfaces with the AUSF for carrying out the authentication. The AUSF interfaces with the ARPF to retrieve the authentication information and subscription details. 

Alike the existing mechanisms in 3GPP system, the NextGen System authentication procedure is performed along with the mobility management procedures during initial attach procedure. After the successful mutual authentication, the SEAF obtains the keying material from the AUSF and provides the security context to the NR entity(s) and other core network entities for communication protection. If the UP security is terminated between the UE and the UPF, then the key KUP for protecting the UP is provided to the UPF by the MMF via the SMF.

EAP encapsulation protocol

FIG. 5.2.4.8.2.1.2-2 shows the authentication encapsulation protocol for NextGen system. NAS signalling protocol (over the NG1) encapsulates the EAP payloads between the UE and the SEA. The NR access network performs relay functionality for the EAP payloads. The NR takes care of filtering of packets from the non-authenticated NextGen UEs. The NR allows only the EAP messages to pass through until it receives the security context from the core network. 
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Figure 5.2.4.8.2.1.2-2: Protocol stack for EAP based Authentication Framework for Next Generation System

Message Sequence
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 Figure 5.2.4.8.2.1.2-3: Authentication procedure during Initial Attach

The message flow for the authentication procedure is identical to the flow detailed in 5.2.4.8.2.1.1-3, except the EAP Messages (Step 7, 8 and 12) are via MMF in this alternative, whereas in 5.2.4.8.2.1.1-3, EAP Messages (Step 8, 9 and 12) are between the UE and the SEAF directly.

Illustrative example on performing EAP-TLS by non-human IoT deployments
This illustratiove example details the alternative authentication methods with certificate as credentials, under operator control, for 3GPP network access for machine type devices used for non-human IoT deployments.
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Steps 5 to 12 details the EAP-TLS as described in RFC 5216 [23]. The authentication is performed using the subscription certificate in the UE and the server certificate issued by Certificate Authority (may be owned by the operator or trused by the operator). The private key corresponding to the subscription certificate is securely stored in the UE (may be using the solution agreed for Security area #5: Security within NG-UE). At step 9, the AUSF can validate the subscription certificate using the Root Certificate of the CA. The need for ARPF for the EAP-TLS to validate the subscription certificate is implementation specific.
Editor’s note: In this example, at what step authorization is performed by the network is FFS.

***************End of Changes****************
3
Conclusion

SA3 is kindly requested to agree the pCR (section 2) for the TR 33.899.
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